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iSeries SQL Injection

• Not a web application problem
• This example uses a demo database
• Parameters passed from screen to a 

QMQRY object, executed as dynamic SQL.
• RPG/COBOL are vulnerable too !! See 

example at http://www.itjungle.com/fhg/fhg100505-story02.html
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iSeries SQL Injection
User supposedly limited to specific set of data
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iSeries SQL Injection
Regular search – user looks for H
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iSeries SQL Injection
And the result – customers from TX starting with H
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iSeries SQL Injection
Regular search – user presses ENTER
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iSeries SQL Injection
And the result – all customers from TX
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iSeries SQL Injection
Regular search – types SQL injection string
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iSeries SQL Injection
And the result – all customers!!


