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ISeries SQL Injection

* Not a web application problem
* This example uses a demo database

« Parameters passed from screen to a
QMQRY object, executed as dynamic SQL.

« RPG/COBOL are vulnerable too ! See

example at htto/www.itiungle.com/fha/thg100505-story02.htm
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ISeries SQL Injection

User supposedly limited to specific set of data

Customer Search Program

Your state 1is TX

Customer last name starts with

.
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ISeries SQL Injection

Regular search — user looks for H

Customer 5Search Program

Your state 1is TX

Customer last name starts with
H
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ISeries SQL Injection

And the result — customers from TX starting with H

Dizplay Report
Query . . . . .: SHALOMCL #SOLTNIGEL Width . . .: 1F3
Column . .:

Contral . . . .

CUSMUM  LSTHAM INIT STREET

936,472 Henning G K 45859 Elm Awe  Dallas

ke kR ok * o+ ok & ok E H [I |:| F [I H T H ok ok ok ok
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ISeries SQL Injection

Regular search — user presses ENTER

Customer Search Program

Your state is TX

Customer last name starts with

s

Shalom Carmel, 2006 www.hackingiseries.com



ISeries SQL Injection

And the result — all customers from TX

Dizplay Report
Query . . . . .: SHALOMCL/SQLINTOL Width . . .: 123

Column

Contral

LSTMAN INIT CITY 5TH COTLMT  CHGCOD
Herning G K 4359 Elm Awve  Dallas TX TH.Z1T hB,UED
Williams E D 485 SE 2 Awe  Dallas TX (5,216 Z00

E H [l |:| F [I H T H * o ok ok ok
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ISeries SQL Injection

Regular search — types SQL injection string

Customer 5Search Program

Your state 1s TX

Customer last name starts with
" DR 5>0 --

Shalom Carmel, 2006 www.hackingiseries.com



ISeries SQL Injection

And the result — all customers!!

Display Report
SHALOMCLASOLINIEL Width .

Column

INIT

Henning G K 4859 Elm Ave tallas  TH 5,217 5,00
Tones ED 21B MU 135 St Clay  NY e
55 PO Box T

Johnson J A

Vine

Turaon
400
T8T Lake Dr s le ! 5, EA0

59 Archer Rd Sutter

Thomas A b 3 Daow ircle Casper

Williams ] 435 SE Z Ave Dallas
Lee - 3 ak S5t Hector
Abraham

0F




